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The information, recommendations or “best practices” contained herein are provided "AS IS" and intended for informational 
purposes only and should not be relied upon for operational, marketing, legal, technical, tax, financial or other advice. When 
implementing any new strategy or practice, you should consult with your legal counsel to determine what laws and regulations 
may apply to your specific circumstances. The actual costs, savings and benefits of any recommendations, programs or “best 
practices” may vary based upon your specific business needs and program requirements. By their nature, recommendations are 
not guarantees of future performance or results and are subject to risks, uncertainties and assumptions that are difficult to predict 
or quantify.  Assumptions were made by us in light of our experience and our perceptions of historical trends, current conditions 
and expected future developments and other factors that we believe are appropriate under the circumstance. 

Recommendations are subject to risks and uncertainties, which may cause actual and future results and trends to differ materially 
from the assumptions or recommendations. Visa is not responsible for your use of the information contained herein (including 
errors, omissions, inaccuracy or non-timeliness of any kind) or any assumptions or conclusions you might draw from its use. Visa
makes no warranty, express or implied, and explicitly disclaims the warranties of merchantability and fitness for a particular 
purpose, any warranty of non-infringement of any third party's intellectual property rights, any warranty that the information will 
meet the requirements of a client, or any warranty that the information is updated and will be error free. To the extent permitted 
by applicable law, Visa shall not be liable to a client or any third party for any damages under any theory of law, including, 
without limitation, any special, consequential, incidental or punitive damages, nor any damages for loss of business profits,
business interruption, loss of business information, or other monetary loss, even if advised of the possibility of such damages.

Disclaimer

Notice
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Agenda

1. Threat Landscape and Visa’s Security Strategy

2. Understanding PCI DSS Compliance and 

Validation

3. Common Validation Documentation Errors

4. Using the Prioritized Approach

5. Data Security Resources

6. Q&A
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Threat Landscape
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Visa Public

Global Compromise Trends

Shifting Breach Types

 Decrease in events involving 
magnetic stripe data

 Increase in eCommerce
compromises

 Proliferation of third-party breaches

Criminals Moving Beyond Merchants

 Targeting data aggregators and 
integrators/resellers

 Increasing focus on eCommerce
service providers

 Penetrating financial institutions
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Empower Consumers

Engage cardholders in 

payment security

Devalue Data

Render data useless 

Protect Data

Safeguard payment data

Harness Data

Stop fraud before it occurs

Data is Key to Addressing Threats

Visa’s Security Strategy
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Visa’s Account Information Security Program

Protection of Account Information is Critical

What is the Visa AIS Program?

 Global compliance program focused on the safeguarding of Visa account 
information across the payments ecosystem

 Establishes requirements for compliance and validation against industry 
security standards for Visa clients, merchants, processors, third party 
agents and other industry stakeholders

What are the Program Objectives?

 Maintain the safety and integrity of the Visa payments ecosystem

 Proactively defend against compromises of Visa account data through 
monitoring compliance and addressing security deficiencies

 Incentivize adoption of secure acceptance technologies and practices
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PCI DSS:
Understanding 
Compliance and 
Validation
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Payment Card Industry Data Security Standard

Compliance + Validation

Compliance

 Visa requires ALL organizations that store, transmit or process Visa 
account data to comply with PCI DSS

 PCI DSS applies to all payment channels, including card present, 
mail/telephone order, eCommerce, in-app, etc.

Validation

 Separate and distinct from the requirement to comply with PCI DSS is 
the validation of compliance

 Validation is the exercise of verifying and demonstrating compliance 
status against the PCI DSS requirements
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Stakeholder Roles and Responsibilities

 Establish and 
enforce compliance 
programs to ensure 
stakeholders 
protect data in 
accordance with 
industry standards

 Provide data 
security education 
and awareness on 
threats and 
mitigation 
strategies

 Promote use of 
secure acceptance 
technologies

 Ensure sponsored 
merchants and 
agents handling 
account data on 
their behalf comply 
with PCI DSS

 Provide status 
updates to Visa in 
accordance with 
the AIS Program

 Protect Visa 
account data in 
accordance with 
PCI DSS and other 
applicable data 
security standards

 Validate 
compliance as 
required by Visa’s 
AIS Program

 Develop and 
manage the PCI 
DSS, validation 
tools, guidance 
documentation and 
supporting 
educational 
material

 Train and manage 
Qualified Security 
Assessors, 
Approved Scan 
Vendors, Qualified 
Integrators and 
Resellers, and other 
certification 

programs

Visa Clients
Merchants 
and Service 
Providers

PCI SSC
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Level Annual Transaction Volume Minimum Validation Requirements

1 6 million+ Visa transactions (all channels)

• Report on Compliance (ROC) by Qualified 

Security Assessor (QSA) or internal resources if 

signed by officer of the company

• Attestation of Compliance (AOC)

2
1 million to 6 million Visa transactions

(all channels)

• Self-Assessment Questionnaire (SAQ)

• Attestation of Compliance (AOC)

3 20,000 to 999,999 Visa eCommerce transactions
• Self-Assessment Questionnaire (SAQ)

• Attestation of Compliance (AOC)

4

Less than 20,000 Visa eCommerce transactions 

and all other merchants processing less than 1 

million Visa transactions

• Self-Assessment Questionnaire (SAQ) or 

alternative validation as defined by acquirer

PCI DSS Validation Requirements

Level Annual Transaction Volume Minimum Validation Requirements

1 More than 300,000 Visa transactions

• Report on Compliance (ROC) by Qualified 

Security Assessor (QSA)

• Attestation of Compliance (AOC)

2 Less than 300,000 Visa transactions
• Self-Assessment Questionnaire (SAQ)*

• Attestation of Compliance (AOC)

Merchants

Service Providers

*Service providers must complete a full ROC using a PCI QSA in order to be included on Visa’s Global Registry of Service Providers., regardless of level.
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PCI DSS Validation Documentation

Report on Compliance (ROC)

 Report documenting detailed results from an entity’s PCI DSS assessment 
against each individual requirement

 Template includes a thorough environmental summary (Sections 1 – 5), fields for 
individual PCI DSS requirement descriptions, testing procedures, reporting 
instructions and assessor responses.

 Report also includes supplemental appendices that may be applicable for 
certain entities

Self-Assessment Questionnaire (SAQ)

 Reporting tool used to document self-assessment results from an entity’s 
PCI DSS assessment

 Questionnaire with a series of “YES or NO” questions for each applicable 
PCI DSS requirement

 There are 9 different questionnaires available to meet different acceptance 
environments

Attestation of Compliance (AOC)

 Form for merchants and service providers to attest to the results of a PCI DSS 
assessment, as documented in the ROC or SAQ
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1. Scope – Determine which system components and networks are in 

scope for PCI DSS

2. Assess – Examine the compliance of system components in scope 

following the testing procedure for each PCI DSS requirement

3. Remediate – If required, perform remediation to address requirements 

that are not in place, and provide an updated report

4. Report – Assessor and/or entity completes required validation 

documentation (e.g. SAQ or ROC), including documentation of all 

compensating controls

5. Attest – Complete the appropriate Attestation of Compliance (AOC)

6. Submit – Submit the SAQ, ROC, AOC and other supporting 

documentation to the acquirer or Visa as required

Compliance Assessment and Validation Steps:

Source: https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-v3_2_1.pdf?agreement=true&time=1536263962218

PCI DSS Validation Process

https://www.pcisecuritystandards.org/documents/PCI_DSS-QRG-v3_2_1.pdf?agreement=true&time=1536263962218
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Common 
Validation 
Documentation 
Errors
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Attestation of Compliance

Are all payment 

acceptance 

channels 

identified and 

assessed?
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Commonly Forgotten Descriptions . . . 
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Check Those Boxes . . .
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Signatures and Dates are Important!
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PCI DSS and the 
Prioritized Approach
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Prioritizing the Approach to PCI DSS Compliance

PCI SSC Prioritized Approach

 Provides six security milestones to help organizations incrementally protect 
against the highest risk factors while working towards PCI DSS compliance

 Serves as a roadmap for prioritizing implementation of security controls

 Supports financial and operational planning

 Promotes objective and measurable progress indicators

Reminders!

 The Prioritized Approach is not a substitute, short cut or stop gap approach to 
PCI DSS compliance

 It is not mandatory or suitable for all organizations to use or follow the 
Prioritized Approach

 To achieve PCI DSS compliance, organizations must meet all PCI DSS 
requirements, regardless of the order in which they are implemented

Reducing Risk Earlier in the Compliance Process



21

Ensure the Plan is Complete
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Milestone Completion Dates
Review and Recognize Reasonable Completion Targets
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Consider Scope Reduction Opportunities

Point-to-Point Encryption (P2PE)
 Implement PCI-validated P2PE solution to encrypt account data throughout 

lifecycle of transaction with no possible decryption in the merchant environment

Network Segmentation
 Establish a network framework which uses secure tools and processes to isolate 

the account data environment from the remainder of the network

Outsourcing
 Outsource payment acceptance and data processing to a PCI-validated service 

provider included on Visa’s Global Registry of Service Providers

EMVCo Tokenization
 Begin acceptance of payment tokens generated in accordance with the EMVCo

Tokenization Specification to eliminate sensitive account data

Less Data = Less Risk
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Data Security 
Resources
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Data Security Resources

Visa Data Security Website www.visa.com/cisp

 Alerts, Bulletins

 Best Practices, White Papers, Webinars

Visa Global Registry of Service Providers www.visa.com/onthelist

 List of registered, PCI DSS validated third party agents

PCI Security Standards Council Website www.pcissc.org

 Data Security Standards, Qualified Assessor Listings, Data Security 
Education Materials

PCI Resources for Small Merchants 
https://www.pcisecuritystandards.org/merchants/

 Guide to Safe Payments, Common Payment Systems, Questions to 
Ask your Vendors

 Payment Data Security Essentials: Video and Infographics
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Visa’s Ecosystem Data Security Team

 Agent Registration: agentregistration@visa.com

 Third Party Compliance: pcirocs@visa.com

 Merchant Compliance: cisp@visa.com

 ACS/AVP: AVPamericas@visa.com

 PIN security: pinna@visa.com

Questions? Comments?

mailto:gentregistration@visa.com
mailto:pciagents@visa.com
mailto:cisp@visa.com
mailto:AVPamericas@visa.com
mailto:pinsec@visa.com
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Q&A
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Thank You


